PROTECTING - BIREE
YOUR PRIVACY

Born Free is committed to protecting the privacy and the lawful processing of your personal

data. Qur data processing is in accordance with the General Data Protection Regulation (EU GDPR),
Data Protection, Privacy and Electronic Communication Regulation 2019 (UK GDPR), the Data
Protection Act 2018 and any other data protection legislation that may be appropriate.

This privacy notice explains the types of personal data we may collect about you when you interact with us.
It also explains how we uphold your rights and how we store and handle your data and keep it safe.

Our full privacy policy is also available to you upon request. It describes in further detail the arrangements we
have put in place. You can request a copy by contacting us using the details at the foot of this notice.

“Personal data” is information relating to you as a living, identifiable individual.

“Processing” your data includes various operations that may be carried out on your data, including collecting,
sharing, organising, disclosing, storing and deleting it.

The law requires us to:

e Process your data in a lawful, fair and transparent way

e Only collect your data for explicit and legitimate purposes

e Only collect data that is relevant, and limited to the purpose(s) we have told you about

e Ensure that your data is accurate and up to date

e Ensure that your data is only kept as long as necessary for the purpose(s) we have told you about
e Ensure that appropriate security measures are used to protect your data.

This notice is designed to answer any questions you have but if you have a query, please do contact us.

It is likely that we will need to update this privacy notice from time to time, and you are welcome to come back and
check this at any time or contact us by any of the means shown below.

ACCOUNTABILITY

The law states that we must be accountable for the principles of data protection as explained in Article 5 of the UK
GDPR. We are therefore required to regularly review our data protection policies, procedures and staff guidance.

This helps us to ensure we continue to comply with the law and that our intended processing is both clearly explained,
necessary and absolutely transparent. Where we rely on consent, we ensure it is gathered in accordance with the law.
When we rely on other conditions, we consider the rights of others before we proceed.

We assess the risks we may, from time to time create, when processing data to ensure we uphold the rights and
freedoms of every individual. This is especially true when we process data in a new way.

We only share data where we have a defined purpose to do so and a data sharing agreement is in place. International
transfers are safeguarded with standard contractual clauses where necessary.

We keep extensive records of our processing. For example, activity and incident logs measure our compliance and
help us to identify any weaknesses in our procedures. We actively consider the opinion and advice of others both

here, in the EU and beyond. We monitor case law and the guidance of the Information Commissioner’s Office (ICO).
We have appointed a Data Protection Officer who is an expert in data protection law and is experienced in the third sector.
We positively welcome enquires from the public concerning their personal information.

To ensure we protect personal information we constantly review our security measures, both technical and physical
and have instigated appropriate safeguards. These include regularly training our staff.

We have appointed an identifiable ‘accountable person’ to oversee our processing. We are registered with the ICO
as a data controller and have a clear breach reporting policy. Further detail concerning this can be found in this notice,
or in the data protection policies.

ABOUT US

At Born Free, we work tirelessly to ensure that all wild animals, whether living in captivity or in the wild, are treated with
compassion and respect and are able to live their lives according to their needs. With your support, we can continue
this important work and oppose the exploitation of wild animals in captivity and campaign to keep them where they
belong — in the wild.



WHAT ARE OUR LAWFUL BASES FOR PROCESSING YOUR DATA?

The law on data protection sets out a number of different reasons or conditions for which an organisation may collect
and process your personal data. When collecting information that may identify you, we will always make clear to you
what data is necessary for each purpose we have identified. Most commonly, we will process your data on the
following lawful grounds:

Consent
In specific situations, we can collect and process your data with your consent.

This may include when you agree to receive an email about ways you can become a supporter or to receive information
from us about other ways to help us, or when you make an enquiry about products that we sell to raise money for our
cause. To protect you further, we make sure we adhere to the particular rules concerning electronic communications
sent by email or text.

If you have not engaged with us for more than eight years, you will be flagged as inactive and we will contact you to
ask whether you want us to keep your data or not. Unless you reply to say ‘yes’, we will delete or anonymise your
personal data. However, we assume that past and present supporters and customers might reasonably expect to
continue receiving information unless they have indicated otherwise.

On very rare occasions we may process your data without your consent. This will only be if you are at risk and therefore
in your best interest. If you are concerned about this, please get in touch.

Contractual obligations
In certain circumstances, we need your personal data to comply with our contractual obligations. This might include a
Gift Aid claim that you may have pledged or where you purchase a product from Born Free Trading Ltd.

Legal compliance
If the law requires it, we may need to collect and process your data.

This will include sharing with law enforcement agencies details of people involved in fraud or other criminal activity
affecting Born Free.

Legitimate interest

In specific situations, we require your data to pursue our legitimate interests in a way which might reasonably be
expected when we pursue our aims and objectives as an organisation, and which does not materially impact your
rights, freedom or interests. We have completed a risk assessment to measure any possible negative impact on our
supporters when we use this condition.

We may also use your data, typically in an emergency, where this is necessary to protect your vital interests, or
someone else’s vital interests. In a small number of cases where other lawful bases do not apply, we will process your
data on this basis with or without your consent.

Special category data

Special categories of particularly sensitive personal data require higher levels of protection. We need to have further
justification for collecting, storing and using this type of personal data. We do not aim to collect and process special
category data, but we acknowledge it may be revealed to us. Born Free will document all incidents of its processing of
special category data in our data protection incident register and if it is required, the processing will be supported by
additional documentation such as an appropriate policy document.

For your information, the special categories of personal data consist of data that reveals:

e Racial or ethnic origin

e Political opinions

e Religious or philosophical beliefs

e Trade union memberships

e Genetic data

e Biometric data (eg fingerprints)

¢ Data concerning health

e Data concerning someone's sex life or sexual orientation.

We may process special categories of personal data in the following circumstances:

e With your explicit written consent

e Where it is necessary in the substantial public interest, and further conditions are met

e \Where the processing is necessary for archiving purposes in the public interest, or for scientific or historical
research purposes, or statistical purposes, subject to further safeguards for your fundamental rights and
interests specified in law

e \Where there is a legal obligation.

Further legal controls apply to data relating to criminal convictions and allegations of criminal activity.



WHEN WE COLLECT YOUR PERSONAL DATA

These occasions will include, but are not limited to:

e \When you support us by giving a donation

¢ \When you buy a product from us that supports our cause

¢ \When you are a staff member of Born Free

¢ \When you are a volunteer of Born Free or its associate organisations

¢ \When you are employed by Born Free as a contractor

¢ \When you visit our offices or an event we may organise

¢ \When you communicate or engage with Born Free by letter, email or other means, including social media
* \When you access or engage with any of the websites we host.

CHILDREN'S DATA

Our schools’ educational programme is a vital source of information for children. Generally, we do not process the data
of children but acknowledge that occasionally this may occur. For example, when a child contacts us directly for further
information. In such instances, we always try to include the parents or guardian. But if this isn’t possible, and to ensure
we are transparent in our processing of all individual's personal data, we have created a special privacy notice just for
children under the age of 16. It can be found here: www.bornfree.org.uk/privacy-policy

HOW AND WHY WE COLLECT YOUR PERSONAL DATA

When you visit our website, we may collect your IP address, page visited, web browser, any search criteria entered,
previous web page visited and other technical information. This information is used solely for web server monitoring
and to deliver the best visitor experience. We may use technology such as cookies to make your visit to our website
relevant and interesting. With your consent, we may profile you to find out more about you, but in the least most
intrusive way. We may use information we collect to display the most interesting content to you on our website we
may use data we hold about your previous visits.

We may also collect your social media username if you interact with us through those channels in order to help us
respond to your comments, questions and feedback. The data privacy law allows this as part of our legitimate interest
in understanding our audience.

For your security, we use all appropriate organisational and technical security controls to safeguard your data. We will
only ask for and use your personal data collected for the purpose stated at the point at which it is collected. If we
believe your data is no longer needed for this purpose, we will not process your data further.

WHAT ARE YOUR RIGHTS OVER YOUR PERSONAL DATA?

You have the right of access to the personal information we may hold about you. This is free of charge and will be
supplied to you within one month of your request. However, we cannot always guarantee that this is possible due to
certain legal obligations.

You have the right to be informed about the way we collect, share and use your data. Each time we process your data
we will provide a straightforward explanation as to why we are processing your data.

You may object to our processing of your personal information if we used it for the purpose of direct marketing or
fundraising.

If you have given consent for Born Free to collect and process your personal data, you have the right to change your
mind at any time and to withdraw that consent. Full privacy notices will explain what your data may be used for each
time you are asked to share it with us, along with easy to follow instruction on how to opt-out.

You have the right to challenge automated decisions we make about you. You may ask for these to be assessed by
contacting us. We currently do not make decisions in this way but may in the future, we’ll keep you updated on this.

You have the right to request a copy of any information about you that Born Free may hold at any time to check
whether it is accurate. To ask for that information, please contact us using the details shown below.

To protect the confidentiality of your information and the interests of Born Free, we will ask you to verify your identity
before proceeding with any request for information. If you have authorised a third party to submit a request on your
behalf, we will ask them to prove they have your permission to request such information.

Sometimes we are required to inform you about certain changes, including updates to this privacy notice and where we
have a legal obligation such as a duty of care or safeguarding. These administrative messages will not include any
marketing content and do not require prior consent when sent for example by email. This ensures that we are
compliant with our legal obligations.

We may use your data to send you survey and feedback requests to help improve the way we communicate in the
future. These messages will also not include any marketing and do not require your prior consent. We have a legitimate
interest to do so as this helps improve our services and make them more relevant to you. Of course, you are free to
opt-out of receiving any of these communications at any time.



DATARETENTION

Whenever we collect or process your personal data, we will only keep it for as long as is necessary for the purpose for
which it was collected. Our procedures monitor retention periods very carefully. Periodic reviews will ensure that
retention schedules are followed. At the end of the retention period, your data will either be deleted completely, put
beyond use or anonymised. In some cases, personal data will be kept in perpetuity but will be anonymised.

PROTECTING YOUR DATA OUTSIDE OF THE UK

Occasionally we will need to share your personal data with third parties and suppliers in the European Economic Area
(EEA). This area includes all of the 27 European Union countries and others such as Switzerland. Now that the UK is
no longer in the EU, special arrangements have been made to ensure safe transfers of data when necessary. These
safeguards include the UK recognising all EU countries as ‘adequate’ for the purposes of data protection. Additionally,
and only where required, we have put in place standard contractual clauses with all third parties. These agreements
protect your personal data and demonstrate how important your data is to us.

DATA OF INTERNATIONAL SUPPORTERS

We welcome support from around the world. If you are not a UK citizen and reside in another country, we will uphold
your rights in accordance with your local laws. If you are concerned about this you may enquiry about your rights —
please contact our Data Protection Officer. If you wish to report a data protection breach outside of the UK, you may
need to contact your local supervisory authority.

STOPPING US FROM USING YOUR DATA IN THE FUTURE

You can stop communications from Born Free by either:

- clicking the unsubscribe link in any email communication that we send you. We will then stop any further emails
and will forget your information in line with your rights unless we have a legal obligation to keep it
- contacting us using the information below.

Born Free Foundation, 2nd Floor, Frazer House, 14 Carfax, Horsham, West Sussex, RH12 1ER

Telephone: +44 (0)1403 240170
Email: info@bornfree.org.uk

Remember, some administrative communications for current and past supporters and customers cannot be stopped.

HOW TO COMPLAIN ABOUT OUR PROCESSING OF YOUR DATA

If you feel that your data has been handled incorrectly, or you are unhappy with the way we have dealt with your
query regarding the way we use your personal data, you have the right to complain. You can contact the ICO which
regulates the use of information in the UK in two convenient ways:

You can contact them on 0303 123 1113 or via www.ico.org.uk/concerns.

If you are based outside the UK you have the right to complain to the relevant data protection supervisory authority in
your country.

DATAPROTECTION REGISTRATION

We are registered as a data controller with the UK ICO. Our data protection registration number is Z7246170.

OUR DETAILS

This website is owned and operated by The Born Free Foundation. We are registered with the Charities Commission
under registration number 1070906, and our registered office is at ¢/o Saffery Champness LLP, 71 Queen Victoria
Street, London, EC4V 4BE. Our principal place of business is at Horsham, RH12 1ER.

If you would like to discuss any aspect of this policy or the way Born Free processes your information, you can contact
Mark Burnett, Data Protection Officer at Born Free here:

By post: Born Free Foundation, 2nd Floor, Frazer House,
14 Carfax, Horsham, West Sussex, RH12 1ER
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